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(57) ABSTRACT

A non-transitory storage medium stores instructions which,
when executed by a processor of an information processing
device, cause the processor to: transmit, to an image process-
ing apparatus, identification information for identifying a
login requestor; acquire account information transmitted
from the image processing apparatus when the identification
information is registered in the image processing apparatus;
cause the information processing device to log in to a server
using the account information; and perform at least one of:
acquiring image data from the server and transmitting the
image data and the identification information to the image
processing apparatus; and transmitting an image reading
request and the identification information to the image pro-
cessing apparatus, acquiring image data from the image pro-
cessing apparatus, and transmitting the image data acquired
from the image processing apparatus, to the server.
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NON-TRANSITORY STORAGE MEDIUM
STORING INSTRUCTIONS, INFORMATION
PROCESSING DEVICE, IMAGE PROCESSING
APPARATUS, AND IMAGE PROCESSING
SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION

The present application claims priority from Japanese
Patent Application No. 2013-111418, which was filed on
May 28, 2013, the disclosure of which is herein incorporated
by reference in its entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a non-transitory storage
medium storing instructions, an information processing
device, animage processing apparatus, and an image process-
ing system.

2. Description of the Related Art

There is conventionally known a technique which requires
authentication to cause an image processing apparatus to
execute a job. The authentication can limit a user using the
image processing apparatus, making it convenient for man-
aging the use of the image processing apparatus.

As one example of this technique, there is known a printing
system including: a printing device; a client terminal for
transmitting a print job to the printing device; and a domain
controller for executing user identification. In this printing
system, the client terminal acquires authentication informa-
tion in advance from the domain controller, and this authen-
tication information is attached to a print job when the client
terminal transmits the print job to the printing device. Based
onthe authentication information attached to the print job, the
printing device requests the domain controller to execute the
authentication. If this authentication results in a success,
execution of the print job is permitted.

SUMMARY OF THE INVENTION

Recently, a system for downloading data from a server on
the internet and printing the data has been practiced. Also, in
many workplaces, a device used by a user for private use is
used also for business use. Under these circumstances, a
single user may own a plurality of accounts for the server for
the use of the printing system described above. In such opera-
tion of the system, for example, there is a possibility that a
printing device for business use may be controlled to print
private data acquired when the user has logged in using an
account for private use.

This invention has been developed to provide a technique
of'strictly managing execution of a job in an image processing
system including an image processing apparatus requiring
authentication for the execution of the job.

The present invention provides a non-transitory storage
medium storing a plurality of instructions. The plurality of
instructions, when executed by a processor of an information
processing device, cause the processor to: transmit, to an
image processing apparatus, identification information for
identifying a login requestor requesting a login to a server;
after the transmission of the identification information,
acquire account information transmitted from the image pro-
cessing apparatus when the identification information trans-
mitted is registered in the image processing apparatus; cause
the information processing device to log in to the server using
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2

the acquired account information; and after a success of the
login, perform at least one of (i) acquiring image data from the
server and transmitting a recording request including the
acquired image data and the identification information to the
image processing apparatus and (ii) transmitting an image
reading request including the acquired identification informa-
tion to the image processing apparatus, acquiring image data
from the image processing apparatus, and transmitting the
image data acquired from the image processing apparatus, to
the server.

The present invention also provides an information pro-
cessing device, including: a communication device config-
ured to communicate with an image processing apparatus and
a server; and a controller. The controller is configured to:
transmit, to an image processing apparatus, identification
information for identifying a login requestor requesting a
login to a server; after the transmission of the identification
information, acquire account information transmitted from
the image processing apparatus when the identification infor-
mation transmitted is registered in the image processing
apparatus; cause the information processing device to log in
to the server using the acquired account information; and after
a success of the login, perform at least one of (i) acquiring
image data from the server and transmitting a recording
request including the image data and the identification infor-
mation to the image processing apparatus and (ii) transmit-
ting an image reading request including the identification
information to the image processing apparatus, acquiring
image data from the image processing apparatus, and trans-
mitting the image data acquired from the image processing
apparatus, to the server.

The present invention also provides an image processing
apparatus, including: a communication device configured to
communicate with an information processing device; a stor-
age device configured to store account information and iden-
tification information in association with each other, wherein
the account information is used for a login to a server, and the
identification information is for identifying a login requestor
requesting a login to the server, an image processing device
configured to execute an image processing; and a controller.
The controller is configured to: read the account information
associated with the identification information from the stor-
age device and transmit the account information to the infor-
mation processing device, when the identification informa-
tion is received from the information processing device;
register registration information indicating that the informa-
tion processing device is being logged in on the server, in
association with the identification information when a login
success notification is received, wherein the login success
notification is a notification transmitted when the information
processing device is logged in to the server using the trans-
mitted account information; and perform: determining
whether the identification information registered includes
identification information identical to identification informa-
tion attached to a job, when the job for causing the image
processing device to execute the image processing is
received; executing the job when there is identification infor-
mation identical to the identification information attached to
the job; and not executing the job when there is no identifi-
cation information identical to the identification information
attached to the job.

The present invention also provides an image processing
system including: an image processing apparatus; and an
information processing device. The information processing
device includes: a communication device configured to com-
municate with the image processing apparatus and a server
capable of storing image data; and a controller. The controller
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of the information processing device is configured to: trans-
mit, to the image processing apparatus, identification infor-
mation for identifying a login requestor requesting a login to
a server; after the transmission of the identification informa-
tion, acquire account information transmitted from the image
processing apparatus when the transmitted identification
information is registered in the image processing apparatus;
cause the information processing device to log in to the server
using the acquired account information; transmit a login suc-
cess notification to the image processing apparatus when the
login results in a success; and after the success of the login,
perform at least one of (i) acquiring image data from the
server and transmitting the acquired image data and a print
request attached with the identification information as ajob to
the image processing apparatus and (ii) transmitting an image
reading request attached with the identification information
as a job to the image processing apparatus, acquiring image
data from the image processing apparatus, and transmitting
the image data acquired from the image processing apparatus,
to the server. The image processing apparatus includes: a
communication device configured to communicate with the
information processing device and the server; a storage
device configured to store account information and identifi-
cation information in association with each other, wherein the
account information is used for a login to the server, and the
identification information is for identifying a login requestor
requesting a login to the server; an image processing device
configured to execute an image processing; and a controller.
The controller of the image processing apparatus is config-
ured to: read the account information associated with the
identification information from the storage device and trans-
mit the account information to the information processing
device when the identification information is received from
the information processing device; register registration infor-
mation that the information processing device is being logged
in on the server, in association with the identification infor-
mation when the login success notification is received from
the information processing device; and perform: determining
whether the identification information registered includes
identification information identical to identification informa-
tion attached to a job, when the job for causing the image
processing device to execute the image processing is
received; executing the job when there is identification infor-
mation identical to the identification information attached to
the job; and not executing the job when there is no identifi-
cation information identical to the identification information
attached to the job.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects, features, advantages, and technical and indus-
trial significance of the present invention will be better under-
stood by reading the following detailed description of the
embodiment of the invention, when considered in connection
with the accompanying drawings, in which:

FIG. 1 is a block diagram illustrating a configuration of an
image processing system;

FIG. 2 is a sequence diagram illustrating an overview of
operations performed when printing is carried out in the
image processing system;

FIG. 3 is aview illustrating a device management database;

FIG. 4 is a sequence diagram illustrating an overview of
operations performed when image reading is carried out in
the image processing system;

FIG. 5 is a sequence diagram illustrating an overview in a
case where a processing has not been executed;
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FIG. 6 is a flow chart illustrating a procedure of a login
request processing to be executed by a mobile device;

FIG. 7 is a flow chart illustrating a procedure of a logout
request processing to be executed by the mobile device;

FIG. 8 is a flow chart illustrating a procedure of a login
management processing to be executed by an MFP;

FIG. 9 is a flow chart illustrating a procedure of a login
registration processing to be executed by the MFP;

FIG. 10 is a flow chart illustrating a procedure of a print job
processing to be executed by the MFP; and

FIG. 11 is a flow chart illustrating a procedure of a reading
job processing to be executed by the MFP.

DETAILED DESCRIPTION OF THE
EMBODIMENT

Hereinafter, there will be described an image processing
system according to one embodiment of the present invention
by reference to the drawings. In this embodiment, the present
invention is applied to an image processing system including:
a multi-function peripheral (MFP); a mobile device config-
ured to control the MFP; and an image server for storing
image data sets.

Overall Configuration of Image Processing System

As illustrated in FIG. 1, a present image processing system
900 as one example of an image processing system includes:
a mobile device 100 as one example of the information pro-
cessing device; an MFP 200 as one example of an image
processing apparatus; and an image server 300. The MFP 200
has at least a printing function and a reading function. The
mobile device 100 accepts or receives a print command and a
reading command from a user and transmits a print request
and an image reading request to the MFP 200. The image
server 300 stores image data sets and transmits and receives
image data sets to and from the mobile device 100 as needed.

The image processing system 900 may include, in addition
to the MFP 200, any number of image processing apparatus
each configured to execute an image processing. Also, the
image processing system 900 may include any number of
servers each for storing image data sets in addition to the
image server 300. Also, the image processing system 900 may
include, in addition to the mobile device 100, any number of
information processing devices each configured to control the
MEFP 200.

Configuration of Mobile Device

There will be next explained an overall configuration ofthe
mobile device 100. As illustrated in FIG. 1, the mobile device
100 includes a controller 70 including: a CPU 51 configured
to execute various processes; a ROM 52 configured to store
data and programs such as a startup program (BIOS) to be
executed by the CPU 51 at startup of the mobile device 100;
aRAM 53 used as a temporary storage area when the CPU 51
executes various processes; and a hard disc drive (HDD) 54
configured to store various programs and data. The controller
70 is a collective term of a plurality of sets of hardware used
for controlling the mobile device 100 such as the CPU 51, and
the controller 70 does not always represent a single set of
hardware provided in the mobile device 100. The CPU 51 is
one example of a controller of the information processing
device. It is noted that the controller 70 may be the controller
of the information processing device.

The HDD 54 stores an operating system (OS) and a driver,
as one example of a program, for controlling the MFP 200. In
addition to these programs, the HDD 54 may store various
kinds of application programs such as a word processor, a
drawing program, a spreadsheet program, and a graphics
editing program.
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The mobile device 100 also includes an operation panel 60
in the form of a touch panel and a wireless communication
interface 58 which are electrically connected to and con-
trolled by the controller 70. The wireless communication
interface 58 is hardware for wireless communication other
devices. The wireless communication interface 58 is one
example of a communication device of the information pro-
cessing device. In a case where the MFP 200 and the image
server 300 use different communication methods, each of the
MEFP 200 and the image server 300 may be provided with
hardware for communicating with a partner device. For
example, in a case where the communication with the image
server 300 uses WiFi™, and the communication with the
MEFP 200 uses Near Field Communication (NFC), the wire-
less communication interface 58 may be constituted by hard-
ware for WiFi and hardware for NFC.

The image server 300 is similar to the mobile device 100 in
structure. The image server 300 requires a login processing
for allowing the use of the image server 300. Specifically, the
image server 300 allows only a login user who is a user being
logged in to access to image data sets stored in the storage
area of the image server 300. In the image server 300, a
storage area is assigned to each login user, i.e., each account,
and one or more image data sets are stored in each storage
area.

Configuration of MFP

There will be next explained an overall configuration of the
MFP 200. As illustrated in FIG. 1, the MFP 200 includes a
controller 30 including: a CPU 31 configured to execute
various processes; a ROM 32 configured to store data and
programs such as a program for a startup program (BIOS) to
be executed by the CPU 31 at startup of the MFP 200; a RAM
33 used as a temporary storage area when the CPU 31
executes various processes; and a non-volatile ram
(NVRAM) 34 configured to store various programs and data.
The controller 30 is a collective term of a plurality of sets of
hardware used for controlling the MFP 200 such as the CPU
31, and the controller 30 does not always represent a single set
of hardware provided in the MFP 200. The CPU 31 is one
example of a controller of the image processing apparatus. It
is noted that the controller 30 may be the controller of the
image processing apparatus.

The MFP 200 further includes: animage forming device 10
configured to print an image on a sheet; an image reading
device 11 configured to read an image on a document; an
operation panel 40 configured to display the operation of the
MEFP 200 and accept a user input; a wireless communication
interface 38; and a network interface 39, which are controlled
by the CPU 31. The wireless communication interface 38 is
hardware for wireless communication with other devices.
The network interface 39 is hardware for communication
with other devices via an LAN cable. Each of the wireless
communication interface 38 and the network interface 39 is
one example of a communication device of the image pro-
cessing apparatus.

The image forming device 10 may perform only mono-
chrome printing and may perform both of color printing and
monochrome printing. In the present embodiment, the image
forming device 10 can perform both of color printing and
monochrome printing. Also, the image forming device 10
may execute any of electronic photographic printing and ink-
jet printing. Also, the image reading device 11 may perform
monochrome scanning and may perform both of color scan-
ning and monochrome scanning. In the present embodiment,
the image forming device 10 can perform both of color scan-
ning and monochrome scanning. Also, a reading mechanism
may be any of a charge-coupled device (CCD) and a contact

20

25

30

35

40

45

55

6

image sensor (CIS). Each of the image forming device 10 and
the image reading device 11 is one example of an image
processing device.

Overview of Recording Operation in Image Processing Sys-
tem

There will be next explained, with reference to FIG. 2, a
procedure of printing performed in the image processing
system 900. In this procedure, image data sets stored in the
image server 300 are downloaded to the mobile device 100
and printed by the MFP 200.

Before the MFP 200 carries out printing, a login of the
mobile device 100 to the image server 300 and a download of
the image data sets from the image server 300 to the mobile
device 100 are required. Thus, the user inputs a login com-
mand to the mobile device 100.

When having received the login command, the mobile
device 100 sends the MFP 200 an account information
request for requesting a transmission of account information
which is required for the mobile device 100 to log in to the
image server 300. Having received the account information
request, the MFP 200 sends the mobile device 100 a device
information request for a transmission of device information
about the mobile device 100.

When having received the device information request, the
mobile device 100 sends the MFP 200 the device information
containing a device ID and a user ID. The device ID is an ID
number for identifying a corresponding device. The device ID
may be any kind of information as long as the device ID can
identify a device between the MFP 200 and a login requestor
whichis a device requesting the login. Examples of the device
ID include a MAC address in addition to a specific ID used
between the mobile device 100 and the MFP 200. The user ID
is an ID for identifying a user requesting the login. The user
ID may be the same as an account for the login to the image
server 300 and may be a specific ID used between the mobile
device 100 and the MFP 200. The user ID may be acquired by
auser input performed upon the input of the login command,
for example. Alternatively, in a case where a user is being
logged in on the mobile device 100, a user ID of the user may
be automatically acquired. The device information is one
example of identification information or an identification
information seat.

When having received the device information, the MFP
200 determines whether or not the device ID and the user ID
contained in the device information match information reg-
istered in advance in the MFP 200.

Specifically, the NVRAM 34 of the MFP 200 stores a
device management database 341 as illustrated in FIG. 3. The
device management database 341 stores a plurality of records
each containing the device ID, the user ID, the account infor-
mation, login information, and a last access date and time.
The account information is information which is required for
the login to the image server 300 and contains an account and
a password. The login information is indicative of a login
state to the image server 300, and the ON state of the login
information indicates that the corresponding device is being
logged in, and the OFF state indicates that the corresponding
device is not logged in. The last access date and time is
representative of a time when the MFP 200 had been used
most recently.

After receiving the device information, the MFP 200 refers
to the device management database 341 to determine whether
arecord that contains the device ID and the user ID contained
in the received device information is registered or not. In a
case where such a record is registered, account information
contained in the record is transmitted to the mobile device
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100. In a case where such a record is not registered, on the
other hand, an error signal is transmitted.

When having received the account information from the
MEFP 200, the mobile device 100 transmits a login request to
the image server 300. The account information received from
the MFP 200 is attached to the login request. That is, the
mobile device 100 uses the account information received
from the MFP 200 to log in to the image server 300.

The image server 300 executes an authentication process-
ing based on the account information attached to the login
request. Upon permitting the login of the mobile device 100,
the image server 300 transmits a login notification to the
mobile device 100. Furthermore, upon permitting the login of
the mobile device 100, the image server 300 sends the mobile
device 100 all image data sets stored in a storage area assigned
to the login user. In the case of not permitting the login, the
image server 300 transmits an error signal to the mobile
device 100.

When having received the login notification, the mobile
device 100 sends the MFP 200 a login success notification
indicating a success of the login. The device information is
attached to the login success notification. Also, the mobile
device 100 controls the operation panel 60 to display a mes-
sage indicating the success of the login. It is noted that in a
case where the login notification is not received, the mobile
device 100 controls the operation panel 60 to display a mes-
sage indicating a failure of the login.

When having received the login success notification, the
MEFP 200 registers the mobile device 100 as being logged in.
Specifically, in a record corresponding to the device informa-
tion attached to the received login success notification in the
device management database 341, the login information is
changed to “ON”, and the time of'this change is stored as a last
access time. As a result, a preliminary operation for causing
the MFP 200 to carry out printing is completed.

After completion of the preliminary operation, the mobile
device 100 accepts a selection of one or more image data sets
to be used for color printing among the received image data
sets. Furthermore, the mobile device 100 accepts a print com-
mand for causing the MFP 200 to print the selected image
data set or sets. Upon input of the print command, the mobile
device 100 transmits a print request to the MFP 200. The
device information and the image data set or sets to be printed
are attached to the print request.

When having received the print request from the mobile
device 100, the MFP 200 refers to the device management
database 341 to determine, based on the device information
attached to the print request, whether the mobile device 100 is
being logged in on the image server 300 or not. When the
mobile device 100 is being logged in, the MFP 200 controls
the image forming device 10 to print the image data set or sets
attached to the print request. An error occurs when the mobile
device 100 is not being logged in, when the device informa-
tion is not registered, or when the printing is failed.

The MFP 200 thereafter sends the mobile device 100 a
printing success/failure notification indicating a result of the
printing. In a case where the printing results in a success, a
time of completion of the printing in the device management
database 341 is stored as the last access time. When having
received the printing success/failure notification, the mobile
device 100 displays a result of the printing on the operation
panel 60.

When having received a logout command during login to
the image server 300, the mobile device 100 transmits a
logout request to the image server 300. When having received
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the logout request, the image server 300 causes the mobile
device 100 to log out and transmits the logout notification to
the mobile device 100.

When having received the logout notification, the mobile
device 100 sends the MFP 200 a logout success notification
indicating that the logout results in a success. The device
information is attached to the logout success notification.

When having received the logout success notification, the
MEFP 200 removes the registration of the mobile device 100 as
being logged in. Specifically, in the record corresponding to
the device information attached to the logout success notifi-
cation in the device management database 341, the login
information is changed to “OFF”.

Inthe present image processing system 900, when the MFP
200 is caused to print the image data sets stored in the image
server 300, the mobile terminal 100 logs in to the image server
300 based on the account information stored in the MFP 200.
Accordingly, the image data sets to be printed by the MFP 200
can be limited to those owned by devices or users managed
using the accounts stored in the MFP 200.

Overview of Reading Operation in Image Processing System

There will be next explained, with reference to FIG. 4, a
procedure of reading performed in the image processing sys-
tem 900. In this procedure, image data sets read by the MFP
200 are transmitted to the mobile device 100 and stored into
a predetermined storage area of the image server 300.

Before the MFP 200 performs reading, as in the recording
operation, the mobile device 100 logs in to the image server
300 based on the account information stored in the MFP 200.
It is noted that the preliminary operation for reading does not
require a download of the image data sets stored in the image
server 300.

After completion of the preliminary operation, the mobile
device 100 accepts a reading command for starting reading of
a document or documents set on the MFP 200. Upon input of
the reading command, the mobile device 100 transmits the
image reading request to the MFP 200. The device informa-
tion is attached to the image reading request.

When having received the image reading request from the
mobile device 100, the MFP 200 refers to the device manage-
ment database 341 to determine, based on the device infor-
mation attached to the image reading request, whether the
mobile device 100 is being logged in on the image server 300
or not. When the mobile device 100 is being logged in, the
MEFP 200 controls the image reading device 11 to read an
image or images on the document(s). Upon completion of the
reading, the MFP 200 transmits a reading success notification
to the mobile device 100. Image data set or sets are attached
to the reading success notification. Also, a time of completion
of the reading in the device management database 341 is
stored as the last access time. An error occurs when the mobile
device 100 is not being logged in, when the device informa-
tion is not registered, or when the reading is failed.

In a case where the reading results in a success, that is,
image data set or sets have been acquired, when a result of
reading is received from the MFP 200, the mobile device 100
transmits a storage request to the image server 300. The image
data set(s) received from the MFP 200 are attached to the
storage request.

When having received the storage request from the mobile
device 100, the image server 300 stores the image data set(s)
attached to the storage request, into a storage area assigned to
the login user. The image server 300 then transmits a success/
failure notification to the mobile device 100. It is noted that an
error occurs in a case where the storage of the image data
set(s) has failed because of lack of space fir the image data
set(s) in the storage area, for example. When having received
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the success/failure notification, the mobile device 100 con-
trols the operation panel 60 to display a result of reading and
storing.

In the present image processing system 900, when the
image data sets acquired by reading performed by the MFP
200 are stored into the image server 300, the mobile terminal
100 logs in to the image server 300 based on the account
information stored in the MFP 200. Accordingly, the image
data sets to be stored into the image server 300 can be limited
to those owned by devices or users managed using the
accounts stored in the MFP 200.

Overview of Operation in the Case where Processing has not
been Executed During Login

There will be next explained, with reference to FIG. 5, an
overview of operations performed in a case where a request of
the image processing has not been received by the MFP 200
for equal to or longer than a predetermined length of time in
a state in which the information that the mobile device 100 is
being logged in is registered in the MFP 200. This procedure
is executed in a case where the information that the mobile
device 100 is being logged in is registered, and the mobile
device 100 has not transmitted the request of the image pro-
cessing to the MFP 200 for equal to or longer than the prede-
termined length of time.

Some image servers automatically cause a logout in the
event of lack of access within a specific time period. In
another case, a logout is caused in response to the logout
request transmitted from the mobile device 100 when a com-
munication between the mobile device 100 and the MFP 200
is not available. In these cases, the MFP 200 cannot recognize
that the mobile device 100 has logged out from the image
server 300, and the MFP 200 continues keeping the informa-
tion that the mobile device 100 is being logged in. That is, the
MEFP 200 is kept in a state in which the mobile device 100 can
use the MFP 200. Such a state leads to an unauthorized use of
the MFP 200. Thus, the MFP 200 issues a request of a re-
registration of the login state, to a device that has not issued a
request of the image processing to the MFP 200 for equal to
or longer than the predetermined length of time in the state in
which the information that the device is being logged in is
registered.

For the re-registration of the login state, the MFP 200 is
initially removes the registration of the information that the
mobile device 100 is being logged in, in a case where equal to
or longer than the predetermined length of time has elapsed
from a point in time when the information that the mobile
device 100 is being logged in is registered or a point in time
when the image processing is most recently executed in
response to the request of the mobile device 100. Specifically,
the start of the elapsed time is the last access time stored in the
device management database 341.

After removing the registration of the information that the
mobile device 100 is being logged in, the MFP 200 sends the
mobile device 100 a device information re-request for
requesting a retransmission of the device information. When
having received the device information re-request, the mobile
device 100 transmits the device information to the MFP 200.

When having received the device information, the MFP
200 sends the mobile terminal 100 account information cor-
responding to the device information, in a case where the
device information is registered. When having received the
account information, the mobile device 100 uses the account
information to log in to the image server 300. The image
server 300 transmits the login notification to the mobile
device 100.

After receiving the login notification, the mobile device
100 transmits the login success notification to the MFP 200.
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When having received the login success notification, the MFP
200 again registers the information that the mobile device 100
is being logged in. That is, the transfer of the device informa-
tion, the transtfer of the account information, and the login are
sequentially carried out. As a result, the re-registration of the
login state is finished.

Operations of Mobile Device

Login Request Processing

There will be next explained, with reference to FIG. 6, a
login request processing to be executed by the mobile device
100 to execute the above-described procedure of the opera-
tions of the image processing system 900. The login request
processing is executed by the CPU 51 when the login com-
mand is input to the mobile device 100. It is noted that the
following explanation is provided, assuming that the login
command is input, with the MFP 200 as a device to be
requested.

This login request processing begins with S101 at which
the CPU 51 transmits the account information request to the
MEFP 200. Having received the account information request,
the MFP 200 transmits the device information request to the
mobile device 100. After receiving the device information
request, the CPU 51 at S102 transmits the device information
to the MFP 200. After receiving the device information, the
MEFP 200 transmits the account information as a response in
a case where the device information is stored in the device
management database 341 of the MFP 200. In a case where
the device information is not stored in the device management
database 341, on the other hand, the MFP 200 transmits an
error signal.

After receiving the response from the MFP 200, the CPU
51 at S103 determines based on the response whether the
mobile device 100 has acquired the account information or
not. When the account information is not acquired (S103:
NO), the CPU 51 at S109 controls the operation panel 60 to
display a message indicating a failure of a login, and the login
request processing ends.

When the account information is acquired (S103: YES),
the CPU 51 at S104 determines whether the mobile device
100 is being logged in on the image server 300 or not, that is,
the CPU 51 determines whether there is a login user who is
being logged in or not. When the is any login user (S104:
YES), the CPU 51 at S121 determines whether the account
contained in the acquired account information is the same as
that of the login user or not, that is, the CPU 51 determines
whether the account information has been acquired from the
MFP 200 based on the same device information or not. When
the accounts are the same (S121: YES), the CPU 51 at S109
controls the operation panel 60 to display information that the
mobile device 100 has already been logged in, and the login
request processing ends.

When the accounts differ from each other (§121: NO), the
account information for the login user being logged in (here-
inafter may be referred to as “previous login user”) is stored
at S122. At S123, the CPU 51 issues a logout request to the
image server 300 for cancel of the login state of the previous
login user. Also, the CPU 51 at S124 deletes, from the
memory, the image data sets received as the image data sets
for the previous login user. The CPU 51 at S125 transmits the
logout success notification to the MFP 200. In view of the
above, in a case where there is a login user different from the
user having input the login command, the CPU 51 requests a
logout for giving a higher priority to the user having input the
login command and deletes the image data sets for the previ-
ous login user to free up the space in the memory.

It is noted that information about the previous login user is
not registered in the MFP 200 in some cases. One example of
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these cases is that the previous login user manually inputs his
or her account information into the mobile device 100 and
logs in to the image server 300 based on this account infor-
mation. In this case, even if the logout success notification is
transmitted to the MFP 200 at S125, no processing is executed
by the MFP 200.

After S125 or when there is no login user (S104: NO), the
CPU 51 at S105 transmits the login request to the image
server 300. The account information received from the MFP
200 is used for the login to the image server 300. Having
received the login request, the image server 300 transmits the
login notification to the mobile device 100 in a case where the
login results in a success. The CPU 51 at S106 determines
whether the mobile device 100 has received the login notifi-
cation or not. When the login notification is not received
(8106: NO), the CPU 51 at S109 controls the operation panel
60 to display a message indicating a failure of the login, and
the login request processing ends.

In the case where the login results in a success, when the
login notification is received (S 106: YES), the CPU 51 at
S107 acquires the image data sets transmitted from the image
server 300. This image data sets acquired are image data
stored in the storage area assigned to the user having output
the login command, i.e., a later login user. At S108, the CPU
51 transmits the login success notification to the MFP 200.
Then at S 109, the CPU 51 controls the operation panel 60 to
display a message indicating the login results in a success,
and the login request processing ends. Itis noted that the order
of'the processes at S107, S108, and S109 is not limited to the
above-described order.

Logout Request Processing

There will be next explained, with reference to FIG. 7, a
logout request processing to be executed by the mobile device
100. The logout request processing is executed by the CPU 51
when the logout command is input to the mobile device 100.

The logout request processing begins with S181 at which
the CPU 51 transmits the logout request to the image server
300. At S182, the CPU 51 deletes from the memory the image
data sets received in the login. The processing at S181 and the
processing at S182 may be executed in the reverse order or at
the same time. Having received the logout request, the image
server 300 transmits the logout notification. After receiving
the logout notification, the CPU 51 at S183 transmits the
logout success notification to the MFP 200.

The CPU 51 at S184 determines whether or not there is any
information about a previous login user who is a login user
just before the later login user having logged out. The infor-
mation about the previous login user has been stored at S122
in the above-described login request processing. When the
information about the previous login user has not been stored
(S184: NO), the logout request processing ends.

On the other hand, when there is any information about the
previous login user (S184: YES), the CPU 51 at S191 uses the
information about the previous login user to transmit the login
request to the image server 300. Thereafter, in a case where
the login results in a success, the CPU 51 at S192 acquires the
image data sets for the previous login user transmitted from
the image server 300 and at S193 transmits the login success
notification to the MFP 200, thereby returning to a state
established before the login of the later login user having
logged out. It is noted that information about the previous
login user is not registered in the MFP 200 in some cases. One
example of these cases is that the user manually inputs his or
her account information into the mobile device 100 and logs
in to the image server 300 based on this account information.
In this case, even if the login success notification is transmit-
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ted to the MFP 200, no processing is executed by the MFP
200. Upon completion of the processing at S193, the logout
request processing ends.

Operations of MFP

Login Management Processing

There will be next explained, with reference to FIG. 8, a
login management processing to be executed by the MFP 200
to execute the above-described procedure of the operations of
the image processing system 900. The login management
processing is executed by the CPU 31 periodically (every one
second, for example). It is noted that the following explana-
tion is provided, assuming that requests and notifications
received by the MFP 200 from another device are received
from the mobile device 100.

The login management processing begins with S201 at
which the CPU 31 determines whether the MFP 200 has
received the account information request or not. When the
account information request has been received (S201: YES),
the MFP 200 at S211 transmits the device information request
to a device having requested the account information, i.e., the
mobile device 100. Having received the device information
request, the mobile device 100 transmits the device informa-
tion to the MFP 200. As a result, the MFP 200 at S212
acquires the device information about the mobile device 100.

After the processing at S212, the CPU 31 at S213 executes
a login registration processing. FIG. 9 illustrates the login
registration processing at S213. The login registration pro-
cessing begins with S223 at which a record storing informa-
tion which is the same as that acquired at S212 is registered in
the device management database 341 or not. When the record
is not registered (S223: NO), the MFP 200 at S231 sends the
mobile device 100 an error signal indicating that the mobile
device 100 is not registered, and the login registration pro-
cessing ends.

When the record is registered (S223: YES), the CPU 31 at
S224 reads the account information from the record and
transmits the account information to the mobile device 100.
Having received the account information, the mobile device
100 logs in to the image server 300 based on the account
information and transmits a result of the login to the MFP
200. Thus, the CPU 31 at S225 determines whether the MFP
200 has received the login success notification from the
mobile device 100 or not. When the login success notification
is not received (S225: NO), the login registration processing
ends.

When the login success notification is received (S225:
YES), the CPU 31 at S226 registers the mobile device 100 as
being logged in. Specifically, the login information in the
record corresponding to the account information transmitted
at S224 is changed to “ON”. At S227, the time of the change
is stored as the last access time in the record. Upon comple-
tion of the processing at S227, the login registration process-
ing ends.

Returning to FIG. 8, after the login registration processing
at S213 or when the account information request is not
received (S201: NO), the CPU 31 at S202 determines whether
the MFP 200 has received the logout success notification or
not.

When the logout success notification is received (S202:
YES), the CPU 31 at S214 determines whether a record
storing information which matches the device information
attached to the logout success notification is registered in the
device management database 341 or not. When the record is
registered (S214: YES), the CPU 31 at S215 removes the
registration of the login of the mobile device 100 from the
record corresponding to the device information attached to
the logout success notification.
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After S215, when the logout success notification is not
received (S202: NO), or when the record storing the informa-
tion which is the same as the device information attached to
the logout success notification is not registered in the device
management database 341 (S214: NO), the CPU 31 deter-
mines whether there is any device in which equal to or longer
than the predetermined length of time has passed from the last
access date and time among login device(s) each of which is
a device which is registered as being logged in. When there is
no device in which equal to or longer than the predetermined
length of time has passed from the last access date and time
(8203: NO), the login management processing ends.

When there is any device in which equal to or longer than
the predetermined length of time has passed from the last
access date and time (S203: YES), the CPU 31 at S216
removes the registration of the information that the device is
being logged in. The MFP 200 at S217 transmits the device
information re-request to the device. When the device to
which the device information re-request is transmitted has
received the device information re-request, the device trans-
mits the device information to the MFP 200 as in the case of
the device information request. Thus, the MFP 200 at S218
acquires the device information about the device. After the
processing at S218, this flow goes to S213 at which the CPU
31 executes the login registration processing. In the login
registration processing, the MFP 200 at S224 sends the device
the account information as a request command for requesting
a relogin of the device on the image server 300. When the
relogin of the device having received the request command
for relogin results in a success, the login success notification
is transmitted from the device to the MFP 200. As described
above, the login registration is executed again for the device
in which equal to or longer than the predetermined length of
time has passed from the last access date and time.

Print Job Processing

There will be next explained, with reference to FIG. 10, a
print job processing to be executed by the MFP 200. The print
job processing is executed by the CPU 31 when a print request
is received, that is, when a print job is received. It is noted that
the following explanation is provided, assuming that the MFP
200 has received the print request from the mobile device 100.

The print job processing begins with S251 at which the
CPU 31 starts receiving the image data sets. The CPU 31 at
S252 determines whether the print request is attached with
the device information or not. When the print request is not
attached with the device information (S252: NO), the CPU 31
at S261 cancels the print job and at S262 sends the mobile
device 100 an error notification indicating a failure of print-
ing. After the processing at S262, the print job processing
ends.

When the print request is attached with the device infor-
mation (S252: YES), the CPU 31 at S253 acquires the device
information. The CPU 31 at S254 refers to the device man-
agement database 341 to determine whether there is any
device matching the acquired device information among the
login devices each of which is a device which is registered as
being logged in. That is, the CPU 31 determines whether there
is any record in which the acquired device information
matches the device ID and the user ID among records each
containing login information whose state is “ON”. When
there is no device matching the acquired device information
among the login devices (S254: NO), the CPU 31 at S261
cancels the print job and at S262 transmits the error notifica-
tion to the mobile device 100, and the print job processing
ends.

When there is any device matching the acquired device
information among the login devices (S254: YES), the MFP
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200 at S255 starts printing the received image data sets. Upon
completion of the printing, the CPU 31 at S256 notifies the
mobile device 100 of a success of the printing. The CPU 31 at
S257 stores the time of completion of the printing as the last
access time. After the processing at S257, the print job pro-
cessing ends.

Reading Job Processing

There will be next explained, with reference to FIG. 11, a
reading job processing to be executed by the MFP 200. The
reading job processing is executed by the CPU 31 when an
image reading request is received, that is, when a reading job
is received. It is noted that the following explanation is pro-
vided, assuming that the MFP 200 has received the image
reading request from the mobile device 100.

The reading job processing begins with S282 at which the
CPU 31 determines whether the image reading request is
attached with the device information or not. When the image
reading request is not attached with the device information
(S282: NO), the CPU 31 at S291 cancels the reading job and
at S292 sends the mobile device 100 an error notification
indicating a failure of reading. After the processing at S292,
the reading job processing ends.

When the image reading request is attached with the device
information (S282: YES), the CPU 31 at S283 acquires the
device information. The CPU 31 at S284 refers to the device
management database 341 to determine whether or not there
is any device matching the acquired device information
among the login devices. When there is no device matching
the acquired device information among the login devices
(S284: NO), the CPU 31 at S291 cancels the reading job and
at S292 transmits the error notification to the mobile device
100, and the reading processing ends.

When there is any device matching the acquired device
information among the login devices (S284: YES), the MFP
200 at S285 starts reading a document. At S286, the MFP 200
starts transmitting read image data sets to the mobile device
100. Upon completion of the transmission of the image data
sets, the CPU 31 at S287 notifies the mobile device 100 of a
success of the reading. The CPU 31 at S288 stores the time of
completion of the transmission as the last access time. After
the processing at S288, the reading job processing ends.

In the present image processing system 900 as described
above, the device and the user registered in the MFP 200 are
given the account information from the MFP 200 and use this
account information to log in to the image server 300. Only
the device being logged in can use the MFP 200. That is, the
MFP 200 manages the accounts for the image server 300, and
only the accounts managed by the MFP 200 can use the MFP
200. Accordingly, in a case where the MFP 200 is configured
to manage only accounts for business use, for example, the
image data sets are transferred between the MFP 200 and the
image server 300 using only the account for business use.
This makes it impossible to cause the MFP 200 to print image
data sets acquired using an account for private use, for
example. Also, image data sets, for example, acquired by
reading of the MFP 200 using an account for business use
cannot be stored into a storage area of the image server 300
which is assigned to an account for private use. This leads to
prevention of private use of the MFP 200 and a leakage of
information.

While the embodiment of the present invention has been
described above, it is to be understood that the invention is not
limited to the details of the illustrated embodiment, but may
be embodied with various changes and modifications, which
may occur to those skilled in the art, without departing from
the spirit and scope of the invention. For example, the image
processing apparatus may be any apparatus as long as the



US 9,405,492 B2

15

apparatus has an image processing function, and examples of
the image processing apparatus include a copying machine, a
printer, a facsimile machine, and a scanner in addition to the
MEFP. The information processing device may be any device
as long as the device can request the image processing and
relay the image data sets. The information processing device
is not limited to a small terminal device such as the mobile
device and may be a large computer.

The mobile device 100 and another device are connected to
each other over wireless communication in the above-de-
scribed embodiment, but in a case where the mobile device
100 includes a wired communication interface such as a net-
work interface and a USB interface, the mobile device 100
and another device are connected to each other over wired
communication via the interface.

The device management database 341 manages the
account information for the image server 300 in the above-
described embodiment, but in a case where a plurality of
image servers are provided. The image processing system
900 may be configured such that device management tables
are provided for the respective servers, and when transmitting
the account information request or the device ID, the mobile
device 100 may designate a server on which the mobile device
100 is to log in.

While all the image data sets for the login user are down-
loaded to the mobile device 100 upon the login in the above-
described embodiment, the timing of the download is not
limited to this timing. For example, the image processing
system 900 may be configured such that only a list of the
image data sets for the login user is downloaded, and only
image data sets to be printed are downloaded when a print
command is received.

The device information contains both of the device ID
which is information specific to the device and the user ID
which is information about a user using the device in the
above-described embodiment, but if only one set of account
information can be assigned to one device ID, the user ID is
not necessary. If one set of account information can be
assigned to one user ID, the device ID is not necessary.

The relogin is automatically performed in the case where a
process has not been executed in the above-described
embodiment, but the present invention is not limited to this
configuration. For example, the image processing system 900
may be configured such that a display of a message of the
relogin is requested to the mobile device 100, and a user
manually commands the relogin. Also, the image processing
system 900 may be configured to cause the user to choose
whether the relogin is to be carried out or not, when a process
has not been executed for equal to or longer than the prede-
termined length of time. Also, even when a process has not
been executed for equal to or longer than the predetermined
length of time, the relogin may not be carried out.

In the above-described embodiment, in the case where
there is any login user upon the login command, the account
information for the login user is stored, and in the case where
the account logged in later has logged out, the user logs in
again using the stored account information, but the process-
ing for this relogin may not be executed. That is, the image
processing system 900 may be configured such that, in a case
where there is a login user upon the login command, account
information about the user is not stored, and even when the
account logged in later has logged out, the login state of the
previous login user is not established again.

In the above-described embodiment, in a case where there
is a login user upon the login command, the user logs out to
give a higher priority to the account for which the login
command is received later, but a higher priority may be given
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to the login user having logged in first. In this case, if a login
processing is executed in a state in which there is the login
user, the login fails.
The processes described above may be executed by a single
CPU, a plurality of CPUs, hardware such as an application
specific integrated circuit (ASIC), or a combination thereof.
Also, the processes described above may be achieved in vari-
ous forms such as a method or a recording medium storing
programs for executing the processes.
What is claimed is:
1. A non-transitory storage medium storing a plurality of
instructions, the plurality of instructions, when executed by a
processor of an information processing device, causing the
information processing device to:
transmit, to an image processing apparatus, a request for
receiving account information including an account and
a password for a login to a server, the request including
identification information for identifying a login
requestor;
after the transmission of the request, receive the account
and the password transmitted from the image processing
apparatus when the identification information transmit-
ted is registered in the image processing apparatus;

transmit the account and the password to the server and log
in to the server;

when the log in to the server results in a success, notify the

image processing apparatus of the success of the login;
and

after the notification of the success of the login, perform at

least one of (i) acquiring image data from the server and
transmitting a recording request including the acquired
image data and the identification information to the
image processing apparatus and (i) transmitting an
image reading request including the identification infor-
mation to the image processing apparatus, acquiring
image data from the image processing apparatus, and
transmitting the image data acquired from the image
processing apparatus, to the server.

2. The non-transitory storage medium according to claim
1, wherein when executed by the processor, the plurality of
instructions causing the information processing device to,
when logging in to the server using a certain account infor-
mation about a certain account different from a specified
account as the account received from the image processing
apparatus, log out of the server regarding the certain account
and log in to the server regarding the specified account using
the specified account received from the image processing
apparatus.

3. The non-transitory storage medium according to claim
2, wherein when executed by the processor, the plurality of
instructions causing the information processing device to:

store the certain account information when causing logout

of the certain account in response to the login of the
specified account; and

when causing logout of the specified account, log in again

to the server regarding the certain account using the
stored certain account information.

4. The non-transitory storage medium according to claim
1, wherein when executed by the processor, the plurality of
instructions causing the information processing device to:

when a retransmission of the identification information is

requested by the image processing apparatus after the
notification, sequentially execute transmission of the
identification information, reception of the account
information, and the login to the server.

5. The non-transitory storage medium according to claim
1, wherein when executed by the processor, the plurality of
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instructions causing the information processing device to
transmit a part of the image data acquired from the server, to
the image processing apparatus with the identification infor-
mation after the success of the login using the account infor-
mation acquired from the image processing apparatus.

6. An information processing device, comprising:

a communication device configured to communicate with
an image processing apparatus and a server; and

a controller configured to: transmit, to an image processing
apparatus, a request for receiving account information
including an account and a password for a login to a
server, the request including identification information
for identitying a login requestor;

after the transmission of the request, receive the account
and the password transmitted from the image processing
apparatus when the identification information transmit-
ted is registered in the image processing apparatus;

transmit the account information and the password to the
server and cause the information processing device to
log in to the server;

when the log in to the server results in a success, notify the
image processing apparatus of the success of the login;
and

after notification of success of the login, perform at least
one of (i) acquiring image data from the server and
transmitting a recording request including the image
data and the identification information to the image pro-
cessing apparatus and (ii) transmitting an image reading
request including the identification information to the
image processing apparatus, acquiring image data from
the image processing apparatus, and transmitting the
image data acquired from the image processing appara-
tus, to the server.

7. The information processing device according to claim 6,
wherein the controller is configured to transmit a part of the
image data acquired from the server, to the image processing
apparatus with the identification information after the success
of the login using the account information acquired from the
image processing apparatus.

8. An image processing apparatus, comprising:

a communication device configured to communicate with

an information processing device;
a storage device configured to store account information
including an account and a password, and identification
information in association with each other, wherein the
account information is used for a login to a server, and
the identification information is for identifying a login
requestor requesting a login to the server;
an image processing device configured to execute image
processing; and
a controller configured to:
when a request for transmitting the account information
including the account and the password is received
from the information processing device, read the
account information associated with the identification
information in the request from the storage device and
transmit the account information to the information
processing device;

store registration information indicating that the infor-
mation processing device is being logged in to the
server in the storage device, in association with the
identification information when a login success noti-
fication is received, wherein the login success notifi-
cation is a notification transmitted when the informa-
tion processing device is logged in to the server using
the transmitted account information; and
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perform:

determining whether the registration information
indicates that the information processing device
associated with the identification information
attached to a job is being logged in to the server,
when the job for causing the image processing
device to execute the image processing is received;

executing the job when the registration information
indicates that the information processing device
associated with the identification information
attached to the job is being logged in; and

not executing the job when the registration informa-
tion indicates that the information processing
device associated with the identification informa-
tion attached to the job is not being logged in.

9. The image processing apparatus according to claim 8,
wherein the controller is configured to remove the registration
information when the image processing apparatus has not
received the job attached with the identification information
for a specific period after the registration information is stored
in the storage device.

10. The image processing apparatus according to claim 9,
wherein the controller is configured to request the informa-
tion processing device to log in to the server when removing
the registration information.

11. An image processing system comprising:

an image processing apparatus; and

an information processing device, the information process-

ing device comprising:
a communication device configured to communicate
with the image processing apparatus and a server
capable of storing image data; and
a controller configured to:
transmit, to the image processing apparatus, a request
for receiving account information including an
account and a password for a login to a server, the
request including identification information for
identifying a login requestor;

after the transmission of the request, receive the
account and the password transmitted from the
image processing apparatus when the identification
information transmitted is registered in the image
processing apparatus;

transmit the account and the password to the server
and cause the information processing device to log
in to the server;

when the log in of the information processing device
to the server results in a success, notify the image
processing apparatus of the success of the login;
and

after the notification of the success of the login, per-
form at least one of (i) acquiring image data from
the server and transmitting the acquired image data
and a print request attached with the identification
information as a job to the image processing appa-
ratus and (ii) transmitting an image reading request
attached with the identification information as a job
to the image processing apparatus, acquiring image
data from the image processing apparatus, and
transmitting the image data acquired from the
image processing apparatus, to the server,

wherein the image processing apparatus comprises:

a communication device configured to communicate
with the information processing device and the server;

a storage device configured to store account information
including an account and a password, and identifica-
tion information in association with each other,
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wherein the account information is used for a login to
the server, and the identification information is for
identifying a login requestor requesting a login to the
server;

an image processing device configured to execute an
image processing; and
a controller configured to:

when a request for transmitting the account informa-
tion including the account and the password is
received from the information processing device,
read the account information associated with the
identification information included in the request
from the storage device and transmit the account
information to the information processing device;

store registration information that the information
processing device is being logged in to the server in
the storage device, in association with the identifi-
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cation information when the notification of the suc-
cess of login is received from the information pro-
cessing device; and

perform:

determining whether the registration information
indicates that the information processing device
associated with the identification information
attached to a job is being logged in to, when the
job for causing the image processing device to
execute the image processing is received;

executing the job when the registration information
indicates that the information processing device
associated with the identification information
attached to the job is being logged in; and

not executing the job when the registration infor-
mation indicates that the information processing
device associated with the identification infor-
mation attached to the job is not being logged in.
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